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Why Third-Party Risk Matters Now ?

82 %
4 %
24 %

1Source: TPRM Observatory 2025 | Board of cyber
2Source: The State of 3rd-Party Risk Management Report 2024 | RiskRecon

organisations surveyed consider
[Third-Party] risk to be "important’
or “very important” ’

high confidence that their third-
party questionnaires match the
reality of the third party risk 2

security incidents caused by
third parties in 2024 2

266% increase since 2020
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https://www.boardofcyber.io/en/ressources/tprm-academy/articles/observatoire-tprm-2025-gestion-des-risques-cyber-fournisseurs
https://www.riskrecon.com/state-of-third-party-risk-management-2024
https://www.riskrecon.com/state-of-third-party-risk-management-2024
https://www.riskrecon.com/state-of-third-party-risk-management-2024
https://www.riskrecon.com/state-of-third-party-risk-management-2024

Why Third-Party Risk Matters Now ?
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FIGURE 3

Organizational cyber risks ranked - 2025

Which organizational cyber risk concerns you the most?

Ransormware attack

Cyber-enabled fraud
inciuding phishing, othar
business amail compromise
vighing, et

Supply chain disruption

Malicious insider

Diginforrnation

Denial of service (DoS)
and distributed denial of
semvice (D005 attacks
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Source: WEF_Global_Cybersecurity Outlook 2025.pdf

40%

80%
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https://reports.weforum.org/docs/WEF_Global_Cybersecurity_Outlook_2025.pdf

Recent exemples of Third-Party risk realization

4+ armasuisse © TREND! i Platform  Solutions  Research  Services Partners CYBERSECURITY
Contei Bundesamt fiir Riistung E/CHANGE

Publikationen  RUstungspolitik ~ Beschaffung ~ Immobilien  Wissenschaft ~ Mitholz M

Axios NPM Package Compromised: Supply
Chain Attack Hits JavaScript HTTP Client
with 100M+ Weekly Downloads

EICIH EC-Council

Mitteilung Veroffentlicht am 18. Juli 2023

CROWDSTRIKE
INCIDENT

Datenabfluss bei Xplain

Ende Mai 2023 wurde bekannt, dass die Firma Xplain, ein Sch
Software, Opfer eines Ransomware-Angriffs geworden ist. Dal
auftretende Hackergruppierung grosse Datenmengen gestoh
operative Daten der Bundesverwaltung. Gemass aktuellen An
klassifizierte Informationen, die in den Zusténdigkeitsbereich

CrowdStrike Incident

Data leak Unauthorized access Availability
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Regulatory and Framework Alignment

Schweizerische Eidgenossenschaft
Confédération suisse
Confederazione Svizzera
Confederaziun svizra
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ere Traditional TPRM Fails

Compliance
Driven

Manual

Process




Where Traditional TPRM Fails
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Compliance
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Manual
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Automated Rating and Insights

Q. ' X

Visibility Control Agility

SPleE



& o
Automated Rating & Insights O\ & X

Visibility Control Agility

* Publicly available information

Highest-risk assets Critical @ High @ Medium @ Low

Assets 1st parent Open Ports [ Administration Interfaces

. . ® m/1cp(sunrpc)® 3306/ TcP(mysql) @ MJubp(sunrpc) @ 22/TCP(ssh) (@
Public ip
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& o
Automated Rating & Insights O\ & X

Visibility Control Agility

* Publicly available information

Highest-risk assets Critical @ High@® Medium @ Llow @ OK@®

Assets Configuration Mail services

] @ oMARC SPF O sMTP
Domaln ® omarc SPF O sutp
name
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& o
Automated Rating & Insights O\ & X

Visibility Control Agility

* Publicly available information

Highest-risk assets Critical @ High@® Medium @ Llow @ OK@®

Assets http https TLS Configuration Headers

'. . Certificate . Server . Ciphers .' Vulnerabilities
P u b | iC U R L . . Certificate . Server . Ciphers .‘ Vulnerabilities

28.4.2026 -12 - X-SPIErience Day 2026 Bern S p I €



& o
Automated Rating & Insights O\ & X

Visibility Control Agility

* Publicly available information

Highest-risk assets Critical @ High@® Medium @ Llow @ OK@®
Assets Highest-risk assets ! Headers
) Brs . Vulnerabilities .
P u b I i C U R L Assets  DNSSEC 4 DNSW ;I ddddd ors . vulnerabilies .
@
I ®
Domain . o
names ®
o
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& o
Automated Rating & Insights O\ p--; X

Visibility Control Agility

* Publicly available information

Overview of security posture,
automated, always up to date

10 minutes to set-up

SPlc



Visibility (Nth-party risks)

Verteilung der Anbieter ® 32.1% - Group < 1% : 1&1 Mail & Media GmbH
22.3% - Microsoft Corporation
Mein Konto Globale Verteilung 11.6% - Amazon.com, Inc.

10.5% - Group < 4% : Amazon Data Services Nova B

Nach wichtigen Anbietern filtern o
* Amazon Technologies Inc.

I 32.1% - Group < 1% : 1&1 Mail & Media GmbH|1q)

I 22.3% - Microsoft Corporation ¢ Google LLC

1.6% - Amazon.com, Inc.

10.5% - Group < 4% : Amazon Data Services Nc 9.9% - GFOUP <5%:Clou dflqre! Inc. =
P 9.9% - Group < 5% : Cloudflare, Inc.|JOVH SAS e OVH SAS

9.5% - Amazon Data Services Northern Virgini
9.5% - Amazon Data Services Northern Virginia

4.1% - Group < 2% : A100 Row GmbH

I 4% - Group < 2% : A100 Row GmbH|Amazon C
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Cyber maturity of third-party

Schwachstellen

BEWERTUNG

D

Bewertete Assets

Risikobehaftete Assets

Public

URL

53

Observable je Assets

Gefdhrdete Assets

Q, Ein Asset suchen

Tl Assets

Observable je Kontrollpunkt Observable je Technologie

¥ schweregrade

Q0 ~ o

Q0® -

11 Anzahl

Tl verwendete Technologien Segmente

Amazon Web Services
# Apache HTTP Server (2.4.25)

AWS Certificate Manager (O Debian

N

1 Axios (0.214) £} Bootstrap Chatbase
4 core-js (3200) [Bf dcjs (@) DigiCert

cue Glidejs %J Google Font APl m Klaviyo
O Nginx (1282)  /n Nuxtjs ‘@, Open Graph
A Priority Hints  pwa PWA  «» Vue Storefront (2)

W vuejs(26104) & Webpack
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Cyber maturity of third-party

Schwachstellen @
Observable je Assets Observable je Kontrollpunkt Observable je Technologie
BEWERTUNG ®
D Gefdhrdete Assets
Empfehlungen Observable je Kontrollpunkt Observable je Technologie
Bewertete Assets 53
Risikobehaftete Assets 7 ° Details der Observables fir das Asset - - -

P u bl iC Q) Ein Observable suchen Kommentarstatus Kommentare ar

U R L Tl CVE ¥ schweregrade Tl Verwendete Technelogien

CVE-2017-3167 # Apache HTTP Server (2.4.25)
CVE-2017-3169 # Apache HTTP Server (2.4.25)

CVE-2017-7679 # Apache HTTP Server (2.4.25)

CVE-2017-97¢

o

m

8 # Apache HTTP Server (2.4.25)
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Cyber maturity of third-party
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Update-Leistung

EEWERTUNG

E

Bewertete Assets

Behebungsfristen @

Schweregrad Festgestelit
Kritisch 570 Tag(e)
Hoch 251 Tag(e)
Mittel 338 Tagle)
Miedrig 246 Tag(e)

Ziel
=5
Tag(e)

=15
Tag(e)

<30
Tag(e)

= 90
Tag(e)

53

Anzahil
der
CVEs

20
46

26

SPlE



Visibility, Control, Agility

Company score and asset-volume distribution for the 98 evaluated companies
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600
500 . .
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300
5 10 15 30
GDPR Maturity audit V221019 Oct 19, 2022 In progress
Security Needs V221019 Oct 19, 2022 E®
Maturity assessment V221018 Oct 19, 2022 c®
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Actionable steps

10,

&

SIMPLE AUTOMATED RATING LAST PENTEST
QUESTIONNAIRE RESULTS (INC
FINDINGS)
¢
il d
Ced
VULNERABILITY WALKTHROUGH

MANAGEMENT
METRICS AND MTTR

SPECIFIC INCIDENTS
FROM PREVIOUS 12
MONTHS, ROOT
CAUSE, FIXES

Pragmatic
Qualitative analysis
Quantitative analysis
Reflects reality

Better Risk
|dentification
&
Classification

Appropriate
Actions

SPlc



What Happens If You Wait?

il N 3

INCREASED RISK EXPOSURE NON-COMPLIANT TO REGULATION WEAKEST LINK IN YOUR SUPPLY
CHAIN

INCREASED COST OF COST OF COST IN MISSING
BREACH FINE REVENUE
€

SPlc




Your Sovereignty Roadmap Starts Today

I%\\

Step 1: Gain Visibility
Across the
Ecosystem

Start small, focus on business
critical suppliers (including
subcontractors and fourth

parties)

v/

Step 2: Check Data
Localization &
Privacy Rules

Prioritize vendors who provide
local hosting options and are
compliant with relevant
regulations

Step 3: Integrated
Vendor Assessment
Across Risk
Categories

Security, operational
capability, financial health,
and regulatory compliance

o

Step 4: Resilient
Procurement
Practices

Whenever possible, avoid
vendor lock-in, open
standards, and rigorous exit
strategies

QQ

Step 5: Continuous
Oversight

Implement automated, real-
time monitoring tools to detect
and manage risks, ensuring
alignment with long-term
sovereignty goals

SPlc



COMPLIANCE
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CONFIDENCE
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lhre Ansprechpartner bei SPIE ICS

« To thrive and survive, sovereignty is a
necessity, just like trust is a must »

Hubert Rémond

Team Leader Solution Network Security

Mail info.ch@spie.com

spie.ch/secure
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