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Why Third-Party Risk Matters Now ?
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1Source: TPRM Observatory 2025 | Board of cyber
2Source: The State of 3rd-Party Risk Management Report 2024 | RiskRecon

4 %

24 %

high confidence that their third-

party questionnaires match the 

reality of the third party risk 2

security incidents caused by 

third parties in 2024 2

266% increase since 2020

82 %
organisations surveyed consider 

[Third-Party] risk to be "important” 

or “very important” 1
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https://www.boardofcyber.io/en/ressources/tprm-academy/articles/observatoire-tprm-2025-gestion-des-risques-cyber-fournisseurs
https://www.riskrecon.com/state-of-third-party-risk-management-2024
https://www.riskrecon.com/state-of-third-party-risk-management-2024
https://www.riskrecon.com/state-of-third-party-risk-management-2024
https://www.riskrecon.com/state-of-third-party-risk-management-2024
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Source: WEF_Global_Cybersecurity_Outlook_2025.pdf

https://reports.weforum.org/docs/WEF_Global_Cybersecurity_Outlook_2025.pdf


Recent exemples of Third-Party risk realization

Data leak Unauthorized access Availability
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Regulatory and Framework Alignment



Where Traditional TPRM Fails
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Where Traditional TPRM Fails

FAIL
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Automated Rating and Insights

Visibility Control Agility
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Automated Rating & Insights
Visibility Control Agility

• Publicly available information
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Automated Rating & Insights
Visibility Control Agility

• Publicly available information
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Overview of security posture, 

automated, always up to date

10 minutes to set-up



Visibility (Nth-party risks)
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Cyber maturity of third-party
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Visibility, Control, Agility
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Actionable steps
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SIMPLE 
QUESTIONNAIRE

AUTOMATED RATING LAST PENTEST
RESULTS (INC

FINDINGS)

VULNERABILITY
MANAGEMENT 

METRICS AND MTTR

WALKTHROUGH 
SPECIFIC INCIDENTS 
FROM PREVIOUS 12 

MONTHS, ROOT 
CAUSE, FIXES

Pragmatic

Qualitative analysis

Quantitative analysis

Reflects reality

Appropriate 
Actions

Better Risk 
Identification 

& 
Classification



What Happens If You Wait?

INCREASED RISK EXPOSURE NON-COMPLIANT TO REGULATION WEAKEST LINK IN YOUR SUPPLY

CHAIN

28.4.2026 X-SPIErience Day 2026 Bern- 21 - C1 – PUBLIC

INCREASED COST OF 

BREACH

COST OF 

FINE

COST IN MISSING

REVENUE



Your Sovereignty Roadmap Starts Today

Step 1: Gain Visibility
Across the 
Ecosystem

Start small, focus on business 
critical suppliers (including 
subcontractors and fourth 

parties)

Step 2: Check Data 
Localization & 
Privacy Rules

Prioritize vendors who provide 
local hosting options and are 

compliant with relevant 
regulations

Step 3: Integrated 
Vendor Assessment

Across Risk 
Categories

Security, operational
capability, financial health, 
and regulatory compliance

Step 4: Resilient 
Procurement 

Practices

Whenever possible, avoid 
vendor lock-in, open 

standards, and rigorous exit 
strategies

Step 5: Continuous 
Oversight

Implement automated, real-
time monitoring tools to detect 
and manage risks, ensuring 

alignment with long-term 
sovereignty goals 
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COMPLIANCE
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CONFIDENCE
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Ihre Ansprechpartner bei SPIE ICS

Hubert Rémond

Team Leader Solution Network Security

Mail info.ch@spie.com
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spie.ch/secure

« To thrive and survive, sovereignty is a 

necessity, just like trust is a must »
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